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Abstract—The ability to perform complex queries is one of the
most important features in many of the P2P networks actually
deployed today. While structured P2P networks can provide very
efficient look-up operations via a Distributed Hash Table (DHT)
interface, they traditionally do not provide any methods for
complex queries. This can be attributed to the use of consistent
hashing, which causes data to be distributed uniformly over the
entire network. Since consistent hashing does not preserve locality
there is no guarantee, in fact it is highly unlikely, that similar
search terms will have their data stored together. This means in
a simple DHT it is not possible to perform range queries, wild-
card or full-text searching, which limits their application in the
real world.

In this work we review the existing methods for performing
complex queries on top of structured P2P networks; focusing on
methods which allow for full-text search rather than only key-
word queries. It should be obvious that to perform blind search
with support for full-text queries the query must be processed
locally at each node, and as such the problem of blind search is
almost identical to the problem of efficiently broadcasting; with
the difference that queries need not always reach all nodes to
be successful. The majority of existing algorithms exploit the
structure inherent in DHTs to efficiently broadcast the search
query over the entire network.

I. INTRODUCTION

In the kind of P2P networks found today locating data
without the use of complex queries is almost impossible. For
example to locate a song in a specific format with the bit-
rate within a certain range without the use of complex queries
would require the user to guess the exact file naming scheme
used and perform a new query for every possible bit-rate
value within the desired range. Obviously this is not a sensible
approach, and can be one reason why structured P2P networks
are not as popular in the real world.

While structured P2P networks can provide very efficient
look-up operations via a Distributed Hash Table (DHT) in-
terface, they traditionally do not provide any methods for
complex queries. This can be attributed to the use of consistent
hashing, which causes data to be distributed uniformly over
the entire network. Since consistent hashing does not preserve
locality there is no guarantee, in fact it is highly unlikely, that
similar search terms will have their data stored together. This
means in a simple DHT it is not possible to perform range
queries, wild-card or full-text searching, which limits their
application in the real world. Unstructured networks usually
implement wild-card search by a form of flooding or random
walks, however flooding is inherently inefficient due to the
large number of redundant messages sent [1], and random

walks tend to be slow with no guarantee of actually finding
the data even if it exists.

It should be obvious that to perform blind search with
support for full-text queries the query must be processed
locally at each node, and as such the problem of blind search
is almost identical to the problem of efficiently broadcasting;
with the difference that queries need not always reach all
nodes to be successful. The majority of existing algorithms for
performing complex queries on top of structured P2P networks
exploit the structure inherent in DHTs to efficiently broadcast
the search query over the entire network; this allows every
node in the network to process the query locally, removing
the restrictions placed on the complexity of queries. We focus
on methods which allow for full text search rather than only
keyword based queries, and refer to this method of searching
within a DHT as broadcast search. Some alternate methods
[2], [3], [4], [5], [6] which do not require broadcasting can
still perform wild-card and range queries, but are limited to
keyword-based search rather than full-text search so we do not
cover them here.

II. BROADCAST SEARCH TECHNIQUES

A. Efficient Broadcast

In [7] an algorithm for broadcasting complex queries, or
indeed any data, over DHTs is proposed by El-ansary et al.
using Chord [21] as an example. In Chord nodes form a ring
structure, in a network of size N each node maintains routing
state information for at most log(N) other nodes, namely
the node succeeding it, known as the successor, and a set of
finger nodes. The finger nodes are chosen at logarithmically
increasing distance around the ring, the ith entry in the table
at node n contains the identity of the first node that succeeds
n by at least 2i−1 (i ≥ 1).

In the proposed algorithm, to initiate a query, a node n will
send the query along with a limit to every (non-redundant)
node in its finger table. The limit parameter given is the
identifier of the next finger in the finger table, and is used
to restrict the forwarding space of the receiving node to
]n, limit[. The last node in the finger table is given a limit
of the originating node. When the message is received by a
node it forwards the broadcast to any fingers it has within the
defined forwarding space, giving each one a new limit.

Using simulation El-ansary et al. show that there are no
redundant messages generated and that exactly N − 1 mes-
sages are needed to cover every node. The network was



Proposal Section Reference Contribution
Efficient Broadcast II-A [7] Describes a method for efficiently broadcasting complex queries over a

Chord network.
Self-correcting Broadcast II-A1 [8], [9] Extends the Efficient Broadcast algorithm to handle out-dated routing tables

when broadcasting over DKS.
Pseudo-reliable Broadcast II-A2 [9] Describes a method for detecting and handling node failures during

broadcasting.
Recursive Partitioning Search (RPS) II-A3 [10], [11], [12] Introduces a TTL value and other optimizations to try and decrease query

traffic without affecting success rate.
A Partition-based Broadcast Algorithm II-A4 [13] Alters the Efficient Broadcast algorithm to perform binary search, resulting

in a slower but more balanced search.
Dynamic Querying over DHT II-A5 [14], [15], [16] Uses an iteratively increasing TTL value to decrease query traffic without

affecting success rate.
Efficient Broadcast in P2P Grids II-A6 [17] Proposes using a mixture of efficient broadcast and epidemic

communication to achieve a better success rate under churn.
An Efficient Broadcast Algorithm II-A7 [18] Attempts to detect and handle failed nodes, but the implementation seems

unfinished.
Pastry’s broadcast mechanism II-B [19] Describes a method for efficiently broadcasting over a Pastry network,

which can be used for complex queries.
CAN broadcast II-C [20] Describes a method for efficiently broadcasting over a CAN network, which

can be used for complex queries.

Figure 1. Dissemination of an example broadcast message using Efficient
broadcast in a Chord network, where N is a node and L is the limit.

Figure 2. Effects of churn on Efficient broadcast success rate.

first populated with 23...14 nodes and then the broadcast was
initiated. During the simulations no nodes ever joined or left
the network, so the effects of churn were not taken into
account. Due to the tree structure used node failures have a
large impact on the performance of efficient broadcast. For
example in figure 1 if node N4 was to fail then half the
network would not receive the message. To confirm this we
ran simulations with a 10,000 node network and lifetime mean
ranging from 100 seconds to 10,000 seconds; the maintenance
delay of Chord was set to 10 seconds and 120 seconds. As can
be seen in figure 2 the success rate drops dramatically when
the lifetime mean drops below around 30 minutes.

Since the Efficient Broadcast algorithm was proposed it
has been extended and improved in various different ways,

outlined below.
1) Self-correcting Broadcast: Extending on their own work,

in [8] Ghodsi et al. claim the algorithm proposed will fail to
cover all nodes when the routing tables are not up-to-date. A
similar algorithm called Self-correcting Broadcast is proposed
[9], which uses a correction-on-use technique over DKS [22].

Distributed K-ary Systems (DKS) are configured with pa-
rameter, k ≥ 2, such that the look-up length is guaranteed
to take at most logk(N) hops for a network of size N . Each
node maintains a routing table, consisting of logk(N) levels.
At each level l a node n has a view of the identifier space
defined as [n, n ⊕ N

kl−1 [. This means that at level one, the
view consists of the whole identifier space, and at any other
level, one kth of the previous level is considered. At every
level the view is partitioned into k equally-sized intervals. This
method for partitioning the identifier space is known as the k-
ary principle, and is described fully in [9].

In this algorithm a node starting the broadcast iterates
through all levels of the routing table, starting at the first
level. At each level, the node moves in counter-clockwise
direction through all of its intervals, broadcasting a message
to each responsible node r. Each broadcast message carries
with it the parameters l (level), i (interval) and the limit.
The message first delivers the intended data to the receiving
node. Secondly it serves as a request to cover all nodes in the
interval ]r⊕i∗ N

kl , limit[. Due to outdated routing tables some
intervals might not seem to have any nodes even though they
are populated. The responsibility of covering those intervals
is delegated to the next interval.

If node n gives another node the responsibility to cover
other preceding intervals and other nodes exist in those inter-
vals, the node will trigger correction-on-use, and the routing
information will be corrected at node n.

Via simulation, in [8] it was shown that coverage is always
100% and no redundant messages are ever received. Network
sizes of 500, 1000, 2000, 3000, 4000 were used, to start 10%
of the nodes were added then the broadcast was initiated while
the other 90% of nodes joined. While these results show that



nodes joining the network are handled successfully they do
not take into account nodes departing the network. Since this
algorithm is based on the Efficient broadcast algorithm, nodes
departing are likely to have a similar effect in both.

2) Pseudo-reliable Broadcast: In [9] Ghodsi notes that the
current algorithms will be providing best effort delivery in
the presence of failures. In many cases a best effort broadcast
may not be sufficient Assuming the initiating node attempts
to broadcast and it has M = log2(n) pointers (as in Chord),
the broadcast will partition the space into M intervals, the last
of which will cover roughly half of the identifier space (see
figure 1). If the node responsible for the last partition was to
fail then roughly half the nodes will not receive the broadcast.

In the Pseudo-reliable Broadcast algorithm every broadcast
has a globally unique random identifier associated with it,
which is included in every message. Nodes keep track of
previously seen identifiers and filter any message which has
an identifier previously seen, hence redundant messages are
filtered. Each node has an ACK set, used to keep track of
the children it is responsible for. In addition to keeping the
identifies of the children the algorithm also keeps track of
the interval delegated to each child. The algorithm is made
resilient to failures by using a bulk operation [9] to resume
after a failure. Whenever a node suspects that one of its
children has failed, it uses the ACK set to determine the
interval delegated to the failed node. Thereafter, the bulk
operation is used to cover all nodes in that interval.

The failure detector suggested uses timeouts, meaning it
could potentially give false-negatives, suspecting that an alive
but busy/slow node has failed. The only consequence of this
however will be wasted bandwidth consumption from the
redundant messages being sent.

The time it takes for a broadcast to complete depends on the
depth of the broadcast tree. Therefore, using a timeout when
waiting for an acknowledgment from a child is problematic, as
the parent does not know the depth of its sub-tree and therefore
cannot determine the time to wait before triggering a timeout.
Because of this issue the failure detector is assumed to be
implemented independently from the broadcast, this can be
achieved by the failure detector periodically sending a message
to its children and awaiting an acknowledgment.

However, this algorithm still sends redundant messages after
a failure, and could be improved. Consider a node who’s
children are all done covering their delegated intervals, except
one. If the node fails, it’s parent will detect that and reassign
the interval to a new node. The new node will attempt to
cover all of the original nodes children, rather than just the
remaining one. To avoid these redundant messages, nodes
could periodically send an update of their current ACK set
to their parent. If this was the case, when a node failed only
the children it was waiting for would need to be covered rather
than all of them.

3) Recursive Partitioning Search (RPS): In [11] a frame-
work called Recursive Partitioning Search (RPS) for blind
search over structured peer-to-peer overlays is presented by
Vishnevsky et al., with a realization for Chord [21]. RPS is a

version of the Efficient Broadcast algorithm from section II-A,
however it includes a TTL value as well as a limit, and a node
will only broadcast the query to its sub-tree if it cannot satisfy
the query itself first. With enough data replication the whole
network does not need to be searched to find the data, and
once we have found one copy we have no need to continue
looking.

Vishnevsky et al. consider ways to restrict the number of
nodes visited but without reducing the query success rate
dramatically. In a network of size N , if the TTL value is set
to log(N) then in a stable network the algorithm results in a
100% success rate, so it is a maximum reasonable value for the
TTL. In most cases a smaller TTL value can still achieve high
success rates because most resources are replicated among
multiple nodes.

A variation of the algorithm to control the query message
traffic is as follows: The query originator selects a partial list
of its fingers and sends the query to them first. The tag in
the message now contains two values, the nodes local search
limit and the global search limit. Receiving nodes update the
local limit as before, but do not touch the global limit. This
variation allows a node to divide the search space and perform
RPS sector by sector sequentially, if required.

In [10] realizations of RPS for both Chord [21] and Pastry
[23] are presented. To reduce network load the use of go-stop
signals (RPS+G) and local indices (RPS+L) are suggested.

Typically blind search algorithms generate multiple query
messages that traverse the network concurrently, thus even
when one of the query messages finds a result the others
continue to search. To reduce the number of these messages
some intermediate nodes inquire if the search originator has
already found the target resource. The initiator either sends a
“go” signal if the search is still pending, or a “stop” signal
to terminate the query message. By using go-stop signals the
scalability of blind search algorithms can be enhanced.

Vishnevsky et al. performed simulations over both Chord
and Pastry, allowing a comparison of the two overlays. Using
a network with 1,000 nodes, it was found that performing RPS
over Pastry not only provided a higher success rate, but was
faster than Chord. For a 95% success rate over Chord a TTL
value of 6 was required, giving a mean delay of 99ms and 0.43
messages/sec per node. However, for a success rate of 99%
over Pastry a TTL value of 3 was sufficient, giving a mean
delay of 42.8ms and 0.27 messages/sec per node. This was
mainly due to the Pastry routing table being roughly twice the
size of the Chord routing table.

The use of RPS+G and RPS+L showed a reduction in net-
work load by almost 50% (using the Chord implementation),
as shown in Figure 3.

Extending this work by briefly looking at the effects of
churn [12] notes that when RPS sends a query message to a
node, it is expected that the node will propagate that message
to other nodes which are within its search sector. If a node
fails before doing so, all other nodes within its sector will not
receive the query.

Simulations using Pastry showed that for a 1% increase



Figure 3. Network load of RPS and its modifications, using a Chord overlay.

in churn rate (in this case churn rate was taken to mean
the ratio of nodes temporarily out of the network to the
total number of nodes) there is roughly a 2% drop in the
amount of nodes receiving the broadcast. However due to
the duplication of documents in the network, RPS exhibits
quite a limited dependence on peer churn. In the simulations
performed there were 100 unique resources, with duplication
ranging from 0.01% to 10% depending on the documents
popularity (modeled using a zipf-like distribution). For each
simulation 1,000 queries were sent. What resource to query for
was chosen based on the resources popularity. RPS showed
to have a success rate of about 99% even if 15% of peers
have failed. In [24] we discuss the effects of different data
replication strategies on churn.

4) A Partition-based Broadcast Algorithm: Another parti-
tion based approach is proposed in [13] which works by hier-
archically partitioning the identifier space into two subspaces
to construct a binary partition tree. Upon receiving a broadcast
message with a limitation value l, each node n partitions its
limited identifier space (n, l) into two subspaces (n, f) and
[f, l), where f is the closest finger node to the limitation value
l. Next, the node n, selects the first finger found in (n, f) as
its left child, and f as its right child. Finally the node forwards
the broadcast message with the limitation value f to its left
child and with the limitation value l to its right child.

The main difference between this algorithm and the Efficient
Broadcast algorithm is that each node sends to at most two
children. This has the effect that the broadcast tree is balanced
and hence the branching factor is fixed at 2, but at the cost of
increased hop count and hence time taken for a broadcast to
complete.

5) Dynamic Querying over DHT: In [14] Talia and Trunfio
propose a blind search method known as Dynamic Querying
over Distributed Hash Tables (DQ-DHT) which uses the
Dynamic Querying technique [15] originally developed for un-
structured networks in combination with the Efficient Broad-
cast algorithm described in section II-A. Dynamic querying is
interested in ensuring only the required amount of results are
obtained from a search to avoid wasted effort in finding 100%
of matches, this is done using a small TTL and iteratively
increasing it as required. This approach is converted to work
over DKS by Trunfio et al. in [16].

6) Efficient Broadcast in P2P Grids: The Efficient Broad-
cast in P2P Grids algorithm [17] combines the Efficient

Broadcast method described in section II-A with an epidemic
distribution scheme as is often found in unstructured networks.

Like the Efficient Broadcast algorithm, the broadcast mes-
sage contains a limit argument l. When a node receives the
broadcast message, it picks the finger nearest to the middle
(m) between its own address and l, and sends the broadcast
message to it. The node itself continues the broadcast distri-
bution within an interval between itself and m− 1. However
it is again noted that a failure will make the entire sub-
tree under the node unreachable. To solve this, all nodes that
have received the broadcast, periodically forward the broadcast
information to their randomly chosen neighbours as part of
epidemic communication.

Using simulations in [17] it is shown that the combination of
efficient broadcast and epidemic distribution will reach more
nodes that simply efficient broadcast does under churn, and
significantly faster than purely epidemic communication.

Due to its use of epidemic communication, this method
obvious does result in duplicate messages being generated,
however through simulation it is shown that before failure the
algorithm distributes the broadcast almost entirely by means
of efficient broadcast, with the message complexity increasing
after simulated node failure. It is important to note that the
message complexity is always significantly lower than that of
purely epidemic communication.

7) An Efficient Broadcast Algorithm: In [18] an algorithm
is proposed in which the ring is split into d equal sized
partitions. Each partition has a responsible node, which is the
first node encountered in the partition when moving clockwise
around the ring. To contact the node a message can be routed
using the underlying DHTs routing function. This means that
the responsible nodes don’t need to be in the partitioning nodes
routing table, however it does mean traversing one level in the
broadcast tree is not strictly a one-hop operation like in the
efficient broadcast algorithm.

In a similar way to the Pseudo-reliable Broadcast algorithm
(section II-A2) each node maintains an ACK set, containing
the nodes they have forwarded the broadcast to and their
allocated partition. After a node has received an ACK from all
of its children (or if its a leaf node, right away), it will send
an ACK to its parent node. Nodes maintain a timer for each
partition, if a node does not receive an ACK from a child node
within the given timeout it will select the next node from the
child nodes successor list and retransmit the broadcast message
to the this new node. At first this may sound good, but it seems
to have a major flaw; if the child node is dead how can its
successor list be accessed? A possibly work around could be
to just retransmit the message to the partition again using the
DHTs routing function; if the first node has died it should
eventually be removed from the routing tables by the DHTs
maintenance algorithm.

The timeout used by a node at layer i in the broadcast
tree is calculated using Ti = nh−i−1

succ × TB , where nsucc is
the number of successors a node has (a design choice of the
DHT), and the base timeout is similar to that in TCP, defined
as TB = 2(∆ + 4σ) where ∆ is the mean time taken for one



Figure 4. Effects of churn on Pastry broadcast success rate.

hop and the standard deviation σ is 0.1∆. In the paper there is
no indication as to what h stands for, however for the formula
to make sense we assume it must refer to the depth of the
broadcast tree. This however is a problem as it is not possible
for a node to actually know this value. In [25] an algorithm for
network density estimation is presented that could be used to
estimate the depth of a broadcast tree, however it only provides
a rough estimate and adds extra delay and message complexity
to the operation.

B. Pastry’s broadcast mechanism

In [19] a method for broadcast over Pastry is described.
While not specifically designed with search in mind, it can
still be used to broadcast complex queries.

Each pastry node maintains a routing table, a neighborhood
set, and a leaf set. In a network of size N using identifiers with
base 2B , each nodes routing table is designed with logB(N)
rows, where each row holds B − 1 entries. All the entries at
row r of the routing table each refer to a node whose identifier
shares the current node’s identifier in the first r digits, but
whose (r+1)th digit does not match that of the current node.

A node broadcasts a message by sending the message to
all nodes in its routing table; each message is tagged with the
routing table row. When a node receives a message tagged
with routing table row r it forwards the message to all nodes
in its routing table with rows greater than r. This continues
until a node receives a message tagged with r and it has no
entries in rows greater than r.

In [26], using simulations with a Pastry network of size
10,000 and average session times of {5, 15, 30, 60, 120, 600}
minutes, it is shown that the query success rate starts to drop
dramatically when the average session time drops under 30
minutes.

We ran simulations with a 10,000 node Pastry network with
lifetime mean ranging from 100ms to 10,000 ms which showed
similar results, as can be seen in figure 4.

[27] presents a performance analysis of Pastry’s broadcast
mechanism using an analytical model and simulations. The
replication load and hop count are studied, with comparisons
drawn to Scribe [28].

C. Content Addressable Network (CAN) broadcast

A solution for application-level multicast in CAN is pre-
sented in [20]. In their solution multicast is performed by

Figure 5. Broadcasting a message from node G in a 2-dimensional CAN
overlay with 13 nodes.

creating a mini-CAN of participating users, then broadcasting
over that CAN. While using this technique specifically for
complex queries isn’t suggested, broadcasting is the basis of
most complex querying techniques.

CAN is a rather unique type of overlay, designed around a
virtual d-dimensional Cartesian coordinate space. The entire
coordinate space is dynamically partitioned among all the
nodes in the system such that every node owns an individual
zone. Keys are mapped onto a point in the coordinate space
using a consistent hash function, and the responsible node is
the node whose zone contains that coordinate.

In a CAN with dimension d, each node has at least 2d neigh-
bours; one to move forward in dimension d and one to move
backwards. To initiate a broadcast the source node forwards
the message to all its neighbours. When a node receives a
broadcast message from a node with which it neighbours along
dimension i, it will forward the message to those neighbours
along dimension 1...(i − 1) and the neighbours in dimension
i on its other side. To prevent the message from looping back
around a node does not forward a message along a particular
dimension if that message has already traversed at least half-
way across the space from the source coordinates along that
dimension. An example broadcast can be seen in figure 5.

It is worth noting that for a perfectly partitioned coordinate
space the algorithm ensures each node receives the message
exactly once. For an imperfectly partitioned space however,
a node may receive the same message from more than one
neighbour. For example, in figure 5, node E would receive a
message from both neighbours C and D.

III. CONCLUSIONS

This paper presents an overview of current blind search
methods for structured P2P networks. It should be obvious
that to perform blind search with support for full-text queries
the query must be processed locally at each node, and as such
the problem of blind search is almost identical to the problem
of efficiently broadcasting; with the difference that queries
need not always reach all nodes to be successful. Broadcast-
based schemes allow for processing of any type of query
but the total message complexity increases linearly with the
network size. While this is much less efficient than standard
operations in a DHT, which can usually be completed with
log(N) messages, it is a major improvement over flooding
in unstructured networks where large numbers of duplicate
messages are generated. It is however important to note that



broadcast-based schemes tend to perform badly under high
churn rates [24]. Some methods (II-A2, II-A7) attempt to han-
dle this by detecting failures with a timeout and retransmission,
however this adds to both the complexity and search latency;
other methods (II-A6) combine efficient broadcasting with
flooding, allowing some redundant messages to be generated,
resulting in a higher success rate than efficient broadcast but
more quickly and efficiently than flooding alone. From this we
can see that while it is possible to broadcast with near 100%
success rate, all approaches have a negative effect on some
other aspect of the system.

Methods for restricting the search space (II-A3, II-A5) show
that it is possible to reduce the overall number of nodes queried
without altering the success rate, and due to data replication
a 100% message success rate is not necessarily required to
achieve a 100% query success rate.

We feel there is a notable lack of work on performing
complex queries in one-hop networks, and in future work
aim to adapt the efficient broadcast algorithm to work on the
variable-hop overlay Chameleon [29], which aims at having
one-hop performance for high bandwidth peers and multi-hop
performance for low bandwidth peers. Instead of trying to
recover from failures we aim to reduce the number of failures
in the first place by taking advantage of Chameleons high
routing table accuracy, and mitigate the effect of failures with
the use of a novel data replication strategy. Making use of
the fact that Chameleon produces a variable-hop network will
allow forwarding of messages to 2...N nodes depending on
available bandwidth, allowing for a heterogeneous network in
which low bandwidth peers use less bandwidth than required
by efficient broadcast but with higher performance assuming
a high enough proportion of high bandwidth nodes.
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